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Unless the suspect has planned an escape well in advance, obtaining
immediate financial support is critical for them. However, credit card use
can be traced very quickly and will often indicate the intentions or directions
the individual is moving. While most sophisticated suspects know that cell
phones provide a definitive location, they are still used by many of them.

As social animals, suspects have a great tendency to move toward known
and familiar situations. The lone wolf on the run without any ties may work
well in the movies, but is quite rare in reality. Males almost always attempt to
contact significant females in their lives, be that a wife, mother, or girlfriend.
Frequently it is easiest to track the female, even if they avoid phone contact
with the suspect or switch phones frequently. Placing a GPS system on the
significant female’s car has led to the arrest of many fugitives.

One aid in dealing with cross-jurisdictional manhunts is that sherift’s
deputies also can be sworn as U.S. Marshals. This capability may allow the
suspect to be arrested by officials from the original jurisdiction of the crime
and expedite extradition. International cases are considerably more difficult.
Even if the suspect’s whereabouts is known, the time and expense required
for international extradition makes such processes reserved for only the
most egregious crimes."’
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Figure 9. SOF sniper training in desert environment. USSOCOM PA Office
photo.
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The bottom line for both SOF and LEAs is that the characteristics of
manhunting are basically the same. Work in small, well-coordinated teams
with the best intelligence possible about the target. Be persistent, flexible,
and think outside the box. While the selection process for personnel includes
looking for people with prior investigative experience, the best at the trade
are naturals who just have a knack for finding people, no matter how hard
the suspect is trying to hide.

Snipers. Both SOF and SWAT personnel emphasize shooting skills. At the
top of the pyramid is the sniper. Here too there are similarities in applica-
tion, but training is often identical. Lieutenant Larry Burns, former head of
the Las Vegas SWAT team, noted that he “never missed a chance to attend
a sniper symposium.” '**

In many situations the sniper is employed to save lives. While that might
sound counterintuitive, in both SOF and law enforcement, the sniper is
often used to protect others. SWAT units resort to use of deadly force as
a last resort. Unfortunately, movies and television have contributed quite
negatively and produce an image of trigger-happy marksmen. The real-
ity is far different; it is only in rare instances that SWAT snipers actually

Figure 10. LASD sniper engaged in counterterrorism training exercise involv-
ing protection of shipping. LASD photo.
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shot someone. They have a life priority hierarchy, with life of an innocent
being more important than a criminal perpetrating a crime that puts the
victim at risk. The vast majority of their time is spent in overwatch of the
other SWAT team members or in close observation of a suspect engaged in
hostage-barricade situations.

Military applications of sniper skills include offensive operations to take
out specifically named threats or those engaged in activities designated as
a threat. An individual seen implanting an IED, or establishing an ambush
position, would be applicable examples of suitable targets.

Both organizations have increased legal risks as well. For LEAs, an inquest
will always follow the deliberate use of lethal force. This procedure ensures
citizenry safety in the long run, but is also protection for the officer involved
as it officially clears him of wrongdoing and concerns about future criminal
action. This issue no longer solely belongs to a civilian LEA, however. As an
example, in September 2007, Master Sergeant Troy Anderson and Captain
Dave Staffel of the 3rd Battalion, 3rd Special Forces Group were brought
up on charges related to a sniper incident near the village of Ster Kalay,
Afghanistan.” Despite the fact that the target, Nawab Buntangyar, had
been designated as an enemy combatant and investigations had indicated
this killing was legal, the soldiers had to endure months of worry and the
necessity of obtaining legal counsel. The trend toward very restrictive,
post hoc review suggests that future training will necessarily include legal
considerations as well as shooting skills.

Physical Fitness. All SOF and SWAT units place a high value on physical
conditioning. Many of the operations of all such elements are physically
demanding. Many people recognize that military body armor has grown
to be quite heavy. They probably would be surprised to learn that SWAT
personnel also start at about 55 pounds of armor, and that does not include
the weapons and other special equipment they carry on a raid. While most
operations are relatively short in duration, standoffs may dictate that the
team members remain in gear for hours. One example of how difficult that
may be was when the Las Vegas SWAT team engaged in an 11-hour standoff
with temperatures well into triple digits.””® While the military in Iraq has
experienced such conditions, few of them are aware of the circumstances
encountered by civilian LEAs. To meet these demands, all SOF and SWAT
elements engage in physical training.
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Law Enforcement and COIN Operations

Security of the population is a key factor in COIN. In most countries it is local
law enforcement that maintains civil tranquility, not the military. During
active insurgencies the military and law enforcement should be cooperat-
ing. A good understanding of this process is found in Joe Celeski’s JSOU
monograph, Policing and Law Enforcement in COIN—the Thick Blue Line.*
SOF elements engaged in COIN missions are likely to have experience in the
development of indigenous LEAs. That makes them excellent candidates in
understanding how those skills might be transferred to other situations.
In many ways, the advances in policing in the United States have a
direct relationship to COIN operations in foreign countries. It was after the
civil rights problems of the 1960s that major changes took effect. For many
minority-concentrated communities, local police forces were viewed as simi-
lar to occupying powers. Extensive recruitment efforts brought in members
from the community that helped ameliorate the situation. One significant
advance was the development and implementation of the COPS program."*®
As in COIN, effective policing is impossible without trust between the
citizens and the officers. Community policing required significant changes
in both structure and attitude of law enforcement organizations. The simi-
larities with COIN included assigning police to specific neighborhoods and
having them mix with the people and especially community leaders. They
were to listen to the concerns of citizens and ensure they had a voice in the
actions of their communities. In return, preventing crime was clearly not
solely the responsibility of police, but rather the people of that community
played an integral part in the process.”® As in COIN, quality-of-life issues
were found to have a direct bearing on prevention of crime; fixing broken
windows, and other seemingly unrelated tasks, may be important to gain-
ing trust. Once trust is accomplished and the community becomes actively
involved in the policing process, information/intelligence follows.

63







Alexander — Convergence: SOF and Civilian Law Enforcement

5. Factors Forging Future Convergence

here are several emerging factors that portend the continued conver-

gence between military SOF and civilians LEAs, especially their

SWAT elements. Transnational in origin, expansion of international
gangs, organized crime organizations, and terrorism that has no boundaries
and is relegated to criminal status require a coordinated response. Leaving
these actions to federal LEAs—such as the FBI, DEA, Secret Service, Alco-
hol, Tobacco, and Firearms, and others—to solve is insufficient. Rather,
area fusion centers that incorporate investigative and response entities at
the federal, state, and local levels are already emerging. These amorphous
threats have no regard for geographic limitations. Therefore, our defense
mechanisms call for agile, cooperative, and capable confederations that are
not hampered by self-imposed limitations.'’

Transnational Gangs

Within the past two decades a dramatic influx of international gangs has
occurred. Many of these, such as Mara Salvatrucha 13 (otherwise known
as MS-13) have proliferated. This El Salvadorian gang actually began on the
streets of Los Angeles, fighting for territory against the established gangs
such as the Bloods and the Crips. The members of MS-13 are mostly illegal
immigrants from Central America. As they became involved in criminal
activity, many were caught and sent to prison, followed by extradition to
the home country.

The prison-to-extradition process resulted in two major unintended
consequences. The first was to provide the suspect with a graduate level
education in crime. Those who went in as simple street thugs came out as
hardened career criminals. Then through the deportation process those
advanced criminal skills were exported to the streets of Central America
where the drug-trafficking trade was burgeoning.'” Worse, the trademark
of MS-13 was the use of extreme violence, often employed to keep members
from defecting. Joining the gang was a lifetime commitment. The gang
members returning to the U.S. did not stay in Southern California. In 2005,
MS-13 had already spread to at least 33 states across the country.* In fact,
their presence was felt along the East Coast and as far north as Boston.'*?

The activities of MS-13, with an estimated 10,000 members, are not to be
taken lightly. They are known to the local LEAs as being well organized and
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having established aggressive countersurveillance programs. When serv-
ing search warrants, police have found videotapes and digital photographs
taken of them by gang members. This activity is a concerted effort, not a
haphazard one. Their organizational activities are on par with those of the
well-established mafia.

Rivaling MS-13 is Calle Dieciocho, otherwise known as the 18th Street
Gang to LEAs. Initially this gang was only open to Mexican-Americans;
they have expanded allowing other Hispanics to join. With an estimated
30,000 or more members nationwide, the 18th Street Gang is believed to be
the largest in the Southern California area. They are involved in many types
of criminal activities, including auto theft, carjacking, drive-by shootings,
drug sales, arms trafficking, extortion, rape, murder for hire, and murder.
They specialize in recruiting the very young. Once in, departure is a potential
death sentence for the suspect and other family members.***

The members of the 18th Street Gang are often well armed and are known
to have access to automatic weapons, including Tech 9s, Mac 10s, Mac 11s,
and AK-47s. Much like MS-13, they have a reputation for use of extreme
violence. They are deeply involved in the drug trade and have established
working relationships with Mexican importers. Territorial in nature, they
employ protection rackets extensively and apply a taxation system to both
legal and illegal enterprises operating in their area. Failure to pay brings
visits from gang enforcers and sometimes murder. With expansion of their
drug markets, gang membership will grow and their pension for violence
will increase.'”

Note that the criminal activities of MS-13 and the 18th Street Gang have
risen to the level to attract Congressional attention. The revolving-door
aspects of these repeat offenders in narcotrafficking are of great concern.'®
Part of scoping this problem is understanding that 20,000 violent street,
motorcycle, and prison gangs are operating in the U.S. today.'”” According
to FBI statistics, that number equates to at least one million gang members;
and they engage in a wide range of crimes including robbery, home inva-
sions, identity theft, extortion, and illegal narcotics.'®

Listed by the FBI, the largest gangs are as follows:

a. 18th Street Gang—30,000 to 50,000 members in the U.S.
b. Almighty Latin King and Queen Nation
c. Asian Boyz—2,000 members, mostly Vietnamese and Cambodian
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Black P. Stone Nation—6000 to 8,000 members, mostly African-American

Bloods—30,000 members in 123 cities

Crips—30,000 to 35,000 members in 221 cities

Florencia 13—3,000 members, a Mexican gang in Southern California

Fresno Bulldogs—>5,000 to 6,000 members in Central California

Gangster Disciples—25,000 to 50,000 members in 31 states

Latin Disciples—2,000 members

k. Mara Salvatrucha (MS-13)—50,000 members worldwide, 10,000 in

the U.S.

Surenos and Nortefios—a Latino prison confederation

m. Tango Blast—14,000 member in Texas prisons

Tiny Rascal Gangsters—5,000 to 10,000 members, considered the

most violent Asian gang

0. United Blood Nation—7,000 to 15,000, started in Rikers prison in
New York

p. Vice Lord Nation—30,000 to 35,000 members.
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All of these gangs have members who have been in the military. When
they return to their gangs on the street, their knowledge of weapons and
tactics poses a significant threat to LEAs. While having gang members in
the military is not new, according to the FBI, the trend is increasing and
the population density is above what is found in the civilian sector.”® An
estimated 2 percent of military members have gang affiliation. Despite
background security checks, it must be assumed that some number of these
members are attracted to, and have become members of, SOF units.

The influence of gangs in urban areas is a considerable concern. As
previously noted there are similarities between gang functions and insur-
gencies. In COIN, local security is a first step. When gangs have control of
geographic areas, the residents often live in fear and understand that their
security depends on the goodwill of the dominant gang.

One particularly disturbing phenomenon is the code of silence being
instilled in many of America’s youth. Don’t snitch is the byword and epito-
mized in popular rap culture.” The intent of this movement is to isolate
the citizens, making the isolation more heinous than to commit a crime. Of
course, this trend has had devastating consequences in poor black commu-
nities as youngsters are killed and witnesses are too intimidated to report
what they know. A classic example was the beating death of Derrion Albert
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in a gang fight at school. Despite many witnesses, none voluntarily would
talk to police, even though the event was caught on camera.””

The reasons for joining gangs and joining insurgencies are similar. Many
join for social versus ideological reasons. Frequently disenfranchised in one
form or another, both gangs and insurgencies provide a sense of belonging
as well as a degree of security or protection from other groups operating in
the area. These organizations provide identity and often financial rewards,
especially when economic times are tough."”?

In areas controlled by either gangs or insurgents, sanctuary is provided.
It ranges from physical protection and hiding to the local culture providing
support through the code of silence. On a larger scale, this sanctuary may
also include training areas for future operations. Such support is one reason
why gangs and insurgents may send members into military organizations
for advanced skills that can then be transferred to others.

As noted, countering either gangs or insurgents is very similar. Both
require specialized units, ones that understand the current cultural envi-
ronment and can function there. In both situations, language skills may be
required. In addition, interagency cooperation is needed. That will include
working with civic groups or nongovernmental organizations with which
the objectives may not be a perfect match. The most important ingredient for
countering gangs or insurgents will be gaining support of the local citizenry.
Trust can only be achieved if long-term security is ensured.

Mexican Gangs

Due to proximity, the gangs in Mexico are a particular concern. Previ-
ously mentioned were many of the problems that have arisen south of the
U.S. border as they related to narcotrafficking. In looking to the future,
further examination of the situation is needed. The official position is that
President Calderon is facing a difficult situation, but domestic stability can
be maintained. However, this author’s concern and that of other observers
is that the official position is overly optimistic and represents a clear and
present danger to the U.S."”*'>¢ Comments by respected experts support
this conclusion as well. David Shirk of the Wilson Center noted that the
militarization of the drug war has failed to reduce the violence. John Mill
Ackerman of the National Autonomous University of Mexico said he did
not see any evidence that Mexico is winning the drug war, but merely
applying more of the same tactics.”” Even local confidence seems to have

68




Alexander — Convergence: SOF and Civilian Law Enforcement

reached historic lows. In Ciudad Juarez, businessmen have asked for UN
peacekeepers to intervene."”®

What most Americans do not understand is the true extent of violence
that occurs on a daily basis. While the U.S. news media provides some
discussion of violence, they continually shield the public from the extremely
graphic material that is seen in official channels. They do not see piles of
torsos and limbs that have been disassembled by power saws and machetes,
such that the police must reconstruct whole bodies much like a picture puzzle.
Nor do they show rows of decapitated heads that are left intentionally to
intimidate adversaries. Then there are videos that appear on the Internet in
which victims are tortured and killed so that the Mexican public is exposed
to the gruesome details.”””

Even the statistics are sobering. Between December 2006—when President
Caldron began intensive response to the drug gangs—and November 2009,
more than 14,000 people were reported killed. That includes over 700 state
and local police officers who have been assassinated.”®® For perspective, the
United States, with a population about three times that of Mexico, lost only
73 officers due to violence in 2008. Death can come quickly to those assum-
ing a leadership role. Retired Mexican Army General Juan Arturo Esparaza
was killed only 5 days after taking over a police force near Monterrey. Of
those arrested for his murder were 16 police officers.”® Unfortunately, this
is far from a lone example. It was learned later that the number of fatali-
ties was significantly under-reported. As of June 2010 the Mexican drug-
related murders were over 23,000 since inception of Calderon’s anti-drug
campaign.'®?

President Calderon ordered the military into the drug war in order to
enhance security. In some areas their presence was successful in tempo-
rarily reducing violence. That was not true in all areas. Ciudad Juarez has
experienced increased criminal activity. In 2009, through mid-October,
that city alone had over 2,000 murders related to drug activity."® Periodic
announcements of key cartel figures being arrested means little in the overall
scheme of things. In fact, one of the unintended consequences of the mili-
tary intervention has been to upset the existing balance of power between
various cartels. As one organization senses a weakness in another (caused
by arrests or killings), they frequently make an attempt to take over that
territory. From the State of Michoacan, La Familia has become extremely
aggressive in expanding their area.
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Individual drug lords can attract surprising international attention. As
an example, Joaquin Guzman, known widely as El Chapo and leader of
the Sinaloa Cartel, was listed by Forbes as No. 41 of the World Most Power-
ful People. He was only slightly behind Osama bin Laden (No. 37), while
President Calderon, who is directing the counternarcotics in the country
effort, did not make the list at all. Guzman has amassed a personal fortune
estimated to be in excess of $1 billion. In his home territory he is seen as a
Robin Hood figure.

In supporting President Calderon’s counternarcotics endeavors, the U.S.
has been providing financial, materiel, and training support. If police and
military units are better trained and equipped, the belief is they will improve
their ability to fight the drug lords. In addition, as professionalism increases,
a concomitant reduction in corruption is anticipated.

While success has occurred in individual programs, there have also
been catastrophic failures. Corruption with the government at all levels is
epidemic. In 2008 it was learned that the Mexican Attorney General’s Office
had been infiltrated by a drug lord’s intelligence agents. Five were arrested for
spying for the Beltran-Leyva (Sinaloa) Cartel. Of those, two were top agents
in the organized crime unit and were allowed access to DEA information
in the U.S. Embassy. Their monthly pay for these activities was reported to
be between $150,000 and $450,000.'%4

As previously mentioned, these organizations have very effective coun-
terintelligence operations. One example is the assassination of 12 members
of the counterdrug unit trained by DEA and the U.S. Border Patrol who
were targeted against Guzman’s operation. In July 2009, the unit had barely
arrived in the area when cartel members rolled up all of them, then tortured
and left them strung upside down like animals in a slaughter house. Their
severed heads were placed in a row against the wall.'"®

Also of concern should be the weapons available to narcotics traffickers.
They have acquired and are using military-grade armament. Included are
AK-47s, AR-15s, M203 40-mm grenade launchers, and various grenades. A
weapon of choice appears to be the .50-caliber Barrett sniper rifle that can
be easily obtained from the U.S. They have also obtained bullet-resistant
body armor. It has been reported that some gangs have actually ambushed
Mexican military units and were prepared to fight it out with them.'

These gangs have already initiated cross-border raids and even targeted
law enforcement agents. That was exemplified by the 2007 home invasion of
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a U.S. Border Patrol agent in Tucson, Arizona. Four gang members forcibly
entered the officer’s home, but were driven back when he was able to return
fire."™” Other officers in the El Paso area have been reported to be on death
lists. They have also killed at least one U.S. military person in Mexico. Air
Force Staff Sergeant David Booher was one of several people shot while
visiting a bar in Juarez in November 2009.'%®

The Merida Initiative, signed by President George W. Bush and Presi-
dent Calderon in 2007, promised that the U.S. would provide $1.5 billion
to Mexico. In 2008 Congress allocated $400 million aimed at purchasing
equipment, expanding the infrastructure, and professionalizing the police.
Only $40 million was allocated to counternarcotics operations.”® While it
may be too soon to assess the results, the prospects do not seem as rosy as
they once did. In October 2009 LEAs across the country conducted extensive
raids against narcotics traffickers and arrested 1,785 suspects. These raids
were part of Operation Community Shield, which culminated 6 months
of investigations."”® When checked in early November, availability and the
street price of drugs had remained nearly constant.

Congress has taken an interest in “spillover violence.” While federal
officials deny any recent increase in violence, they do express concern about
the issue. It is important to note that the statistics exclude the trafficker in
trafficker violence. The analysts acknowledged that accurate data does not
exist, but a perception of increased danger is certainly present."”

In July 2010 Pinal County, Arizona Sheriff Paul Babeu said that Mexican
drug smugglers were operating with armed squad-level protection inside his
county located south of Phoenix. For his public statements, those groups have
personally targeted him. During mid-2010, threats against several American
law enforcement officials have been made. These are taken more seriously
following the killing in Juarez of Lesley Enriquez, a U.S. consular, and her
husband, Arthur Redelfs, a law enforcement officer in El Paso, Texas.

Critical events during 2010 include an assassination attempt on Minerva
Bautista Gomez, the chief of security for the State of Michoacdn, and the 14
June ambush of police officers in which at least 10 were killed and many others
wounded. Reportedly, at least 35 La Familia gang members participated in
the 30-minute gun battle. Arrested for participation in both attacks was a
former police commander. Also of concern was the killing of 21 opposing
gang members in a 2 July shootout just 12 miles from the U.S. border near
Nogales. On 17 July 2010 a car bombing in Juarez signaled another dramatic
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escalation in threats to LEAs on both sides of the border. That vehicle-borne
IED was comparable to the most sophisticated improvised weapons that
have been encountered anywhere in the world and previously has not been
seen in the region. These are a few examples of Mexican instability and that
the incidents are bleeding over the border.

Why is instability in Mexico of concern to SOF as well as law enforce-
ment? The answer is propinquity. Across our southwestern border states and
towns, LEAs have faced this problem for many years, albeit not as bad as the
situations are becoming. Of concern is potential for further degradation of
stability. This is a contingency that demands extensive planning and should
not be ignored due to political correctness. If cross-border violence increases
to a point that it stresses the existing LEAs beyond their capability to cope,
then introduction of SOF elements is a logical national response.

Criminalization of Terrorism

The issue of how to deal with terrorism is not new, nor is the debate concern-
ing whether terrorist acts constitute war or a crime.”? The lines are certainly
blurred when terrorist actions are embedded in a war zone and constitute a
basic tactic employed by the adversary. Since 9/11 and the inception of the
GWOT, the debate has intensified with serious concerns about how to deal
with perpetrators. A review of terrorists’ prosecutions by Michael Hoffman
in Parameters noted, “Terrorists are gaining an astonishing legal edge over
the U.S.” The rights and privileges they are now afforded exceed those of
enemy soldiers or even insurgents in civil conflicts.””” The implications for
SOF are significant as they, like law enforcement officers, are often the people
who are executing operations that bring them into direct contact with the
terrorists and must then meet legal challenges. Hoffman indicated that this
trend would increase. More problematic may be the jurisdictional differences
in rules of evidence, which vary from country to country. That means that
the SOF operators must know the jurisdiction in which the terrorist will be
prosecuted and ensure they follow that set of rules. Terrorists brought into
the United States court system will likely have the most rights and strictest
rules of evidence applied.”*

In previous wars an enemy was fixed and when possible destroyed. In
the event of their capture, laws of land warfare dictated how they were to
be treated. In general, they were held until the end of hostilities and then
repatriated. On a few occasions, prisoners were granted amnesty and released,
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usually with a guarantee that they would not return to the battlefield. Only
those who were deemed to have committed war crimes were placed on trial,
usually in public. At the end of World War II, the worst of those criminals
were executed by hanging. For perspective, and remembering the magnitude
of World War II, of 21 Germans tried at Nuernberg, only 11 were sentenced
to death. Of the 25 Japanese tried, 7 later had the death sentence carried out.

The wide range of circumstances under which suspects came under the
control of American or allied forces deepened the problem. Legal debates
were held at the highest levels of the U.S. Government and even engaged the
U.S. Supreme Court ruling on the use of military tribunals for detainees.
Among the topics discussed were the rights of detainees and the rules of
evidence that would be applied.

Beginning with Operation Enduring Freedom, selected personnel that
were captured in Afghanistan fell into ambiguous categories. As volumes
have been written on the ensuing debate over their status, no attempt is made
to synopsize it here. The reality is that the debate about how to deal with
terrorists continues to this day and will probably go on for years to come.
However, the trend toward treating terrorists as criminals, and the desire
for some form of legal trial, is clearly set. The importance of this vector is
very significant to SOF as it will influence operations for many years.

Formal authorization for criminalization of terrorists came with the
establishment of military courts to hear these cases. However, the U.S.
Supreme Court ruled in Hamdan vs. Rumsfeld that parts of the attempt to try
detainees in military courts were unconstitutional, as the U.S. Government
was bound by the Geneva Convention in dealing with enemy combatants.*>
Therefore, legal justification to continue was required. That came with the
enactment of the Military Commissions Act of 2006.”¢ This act provided
for establishment of military commissions to place on trial those defined as
“unlawful enemy combatants.” The act also revised the War Crimes Act and
amended the provisions of habeas corpus of the United States Code. After
the election in 2008, the act was updated with the Military Commissions
Act of 2009, when the U.S. Senate altered the original concept. Among the
changes was renaming the defendants as unprivileged enemy belligerents.'’
While the rules of evidence established for these courts are different, and
not as strict as in the U.S. criminal justice system, rules do apply.

From a law enforcement perspective, the FBI has undergone the most
change. Following 9/11, terrorism rose to the top of their priority list.
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Hundreds of agents were diverted from other tasks and more than 2,000
intelligence analysts hired. They have created and joined Joint Terrorism Task
Forces across the country and have agents embedded with every combatant
command. They have 59 Legal Attaché offices and have become actively
involved in investigating terrorist incidents abroad. Clearly the relationship
and coordination between the FBI and DoD in general, and USSOCOM in
particular, has increased substantially.'*®

These legal improvisions against personnel involved in the war on terror
have not been all one-sided. Americans have come under scrutiny for actions
in countries not directly engaged in ground combat. In November 2009, 23
U.S. intelligence personnel were convicted in absentia in Italy for their part
in capturing and deporting suspected terrorists. Seven Italian intelligence
personnel were also convicted of the same crime.”

Among the crimes for concern is the dramatic increase in piracy that
has occurred over the past few years, especially near the Horn of Africa.
Despite concerted efforts by multinational forces, the incidents of piracy
continued to increase in 2009.2°° When the Maersk Alabama was seized
by pirates in April 2009, it was the U.S. Navy that intervened. Negotiations
were ongoing between the pirates and the captain of the Bainbridge, who
was under the direction of FBI hostage negotiators. While it was Navy SEALs
who were parachuted in to end the hijacking, the FBI was still involved and
eventually designated the ship as a crime scene. While three pirates were
shot and killed in a brilliant move by the SEALS, the remaining young pirate
was arrested and brought back for trial.*** Even the killing of three of the
pirates was insufficient to deter future attacks on this ship. On 18 November
2009 another set of pirates attempted to again hijack the Maersk Alabama
off of Somali. This time they were repelled by private guards with guns and
use of nonlethal weapons including an acoustic device.?** So much for the
concept of deterrence.

By March 2010 piracy on the high seas had not abated, even with the pres-
ence of more international warships. On 1 March 2010 the Danish destroyer
Absolon sank a mothership used by pirates to support their operations in
the Gulf of Aden.”” At that time 11 ships and over 100 crew members were
being held captive, and a multimillion dollar ransom had recently been
parachuted to Somali pirates.

Meanwhile, in Iraq another set of circumstances was developing. Initially,
allied forces were picking up suspects and incarcerating them. Over time the
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responsibility for these detainees was transferred to the Iragi government.
Accountability was difficult, and many of those detained were subsequently
released, often for lack of evidence.

A similar situation emerged in Afghanistan. In August 2009, three
Afghan civilians were picked up by American units based on substantial
evidence that they had been involved in a bombing incident in which a U.S.
soldier was killed and a CBS reporter badly injured. The evidence included
fingerprints and explosive residue on a suspect’s hands. Still, an Afghan
Ministry of Defense official attempted to get them released.”** Working with
officials in host countries can be exasperating, even when forensic evidence
supports the identity of terrorists. There are complaints about the revolving
door, in which terrorists are caught and then almost immediately released
by counterterrorism officials. In Afghanistan, tribal affiliations will likely
trump evidence. One man spotted planting a bomb in a culvert but quickly
let go because he had “a brick of money in his pocket.” *** Such actions have
demoralizing effects, and corruption is epidemic.**

Of course many suspects have been released because of insufficient
evidence tying them to terrorism. When they were picked up it was deemed
more important to get them out of circulation than to build cases. In some
instances they have languished in prison for years, only to have their cases
not brought before federal magistrates. In court hearings for some of the
Guantanamo detainees, judges have been releasing them on those grounds.
For many when they were captured, sometimes on a battlefield, it was never
envisioned that legal proceedings would follow.*”

What appears evident is a clear trend toward even the most egregious
terrorist acts being treated as crimes. Even actual combat is being subjected
to scrutiny as never before. Therefore, as the tool of choice for difficult
missions, SOF operators must reorient its personnel to thinking more like
law enforcement officials.

Adverse Consequences

With the criminalization of terrorism has come a movement that deserves
attention and must be viewed with grave concern. It is the investigation
into the actions of CIA agents regarding prisoner interrogation under past
administrations. The inquiry was initiated in retrospect by the Justice Depart-
ment at the direction of U.S. Attorney General Eric Holder. This inquiry was
so offensive that it drew the unprecedented response of a letter signed by
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seven former CIA directors, all decrying this investigation. The letter stated,
“Those men and women who undertake difficult intelligence assignments
in the aftermath of an attack such as September 11 must believe there is
permanence in the legal rules that govern their actions.” They further noted
that the intelligence agencies of foreign governments would be reluctant to
trust state secrets to the U.S.2%

This action, though directed against the CIA, has implication for SOF as
well. These organizations often work closely together, as was demonstrated
in the early invasion of Afghanistan in 2001. What occurred can be equated
to changing the rules after the game has been played. It is highly unlikely
that similar actions would be taken had the GWOT remained categorized
as a war. Those rules are already spelled out. It is the dramatic change in
orientation, one that views actions through a legalistic prism that has altered
the realities of conflict. It is imperative SOF operators firmly understand
that the firmament they stand on is rock solid and there will be no unwar-
ranted retrospective second guessing of their efforts. Failing to provide such
a foundation will lead to inaction or hesitation at critical moments. That is
inexcusable and will eventually get operators killed.

Another downside to litigation of terrorists captured in clandestine
missions could be revelation of classified tactics, techniques, and procedures
(TTP) when pressed by defense lawyers. While some legal procedures are in
place to protect such material, there is no guarantee of that remaining true.
Maintaining secure TTP is critical to future mission accomplishment and
safety of SOF operators. With ever increasing emphasis on transparency;, it is
not assured that sensitive procedures will remain protected into perpetuity.
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6. Implications of Convergence

ission convergence between SOF and civilian law enforcement,
including a changing attitude toward execution of counterterror
operations, manifests several areas that warrant consideration:

Competition for a limited source of personnel

Acquisition of new operational skills

New training requirements

Changing legal constraints, sometimes applied retroactively
Increased personal liability.

oo o

More competition for high quality personnel from a limited resource
pool. The hallmark of all SOF elements is people. Due to extremely strenu-
ous physical, mental, emotional, and motivational requirements, the talent
pool from which high quality personnel can be drawn is limited. Since
those recruits choosing to join special operations units are self-selected,
internal and external forces influence their decisions to accept the rigors of
SOF. Among the internal positive factors are perceived prestige, personal
challenges, and the value they place on importance of service. Economic
factors, however, include the availability of jobs that influence the decision
whether or not to join. When the job market is tight, enlistments increase.
Relative danger cuts both ways, attracting some people but raising caution
for others. The status of public support for ongoing conflicts will influence
both potential service members and their families.

A number of agencies and organizations are in direct competition for
these innately talented people. In prosperous periods, traditional occupa-
tions will have a strong appeal. Even for those who are specifically drawn to
challenge themselves, the options available are increasing. At the national
level, positions in the CIA, FBI, DEA, Secret Service, and similar organiza-
tions will siphon oft some people. The reality is that they are likely to attract
SOF operators who are already trained, but will impact the recruit base as
well. However, the group of people joining those agencies will be small
compared to the number of qualified people recruited by LEAs across the
country. While immediate tax-related budget cuts are hurting many LEAs,
the problem is probably temporary. Even in the face of fiscal constraints,
most major departments are actively seeking new members. While they

77




JSOU Report 10-6

rarely actively take from the
military, potential applicants
with SOF skills are deemed
highly desirable.

As indicated in this mono-
graph, the need for special op-
erations qualified law enforce-
ment officers will continue to
increase for the foreseeable
future. In general, law enforce-
ment officers in major metro-
politan areas are more highly
paid than comparable military
positions. Unlike SOF, police
officers usually receive a base
pay for a specified period of
time on a weekly or monthly
basis. Overtime, which is a
norm, is compensated sepa-
rately and can raise overall

Figure 11. Experienced divers from the

. LASD recover wreckage from the Pacific
pay by a considerable amount. 5 | Acp photo.

Further, at some point they go
home every day. This factor is not hypothetical and already has influenced

some former SOF personnel to join LEAs.*"

The attraction of private security contractors is another issue that draws
from the same set of capable people. While industrial competition is a sepa-
rate issue unrelated to the convergence topic, several other alternatives for
employment impact recruiting and retention.

For SOF leadership and force development planners it is important to
understand that the competition for skilled people will likely increase.
Concurrently, studies into physical fitness of American youth show a general
decline, suggesting the existing talent pool will shrink. Those involved in
recruiting and retention will have to increase their understanding of the
internal motivational factors leading to SOF enlistment and vigorously
engage in both recruiting and retention matters. While considerable effort
has occurred in these areas, the completion is likely to get tougher.
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Forecasting the need for additional operational skills. Recent history
depicts a clear trend toward having SOF engage in activities more akin to
law enforcement than combat. The purpose of this monograph is not to
debate whether or not that shift is appropriate. Bottom line is that the trend
toward criminalization of terrorism is real as are additional constraints on
acceptable activities. Therefore SOF needs to prepare for this emerging and
future environment.

Evidence collection techniques should be at the top of the list. A consid-
erable amount of intelligence has been derived from captured materiel.
Processing of IEDs has yielded critical data on the origin of parts, the
sophistication of bomb makers, and in some cases the actual identity of that
person. Placing both the prisoner and the SOF operator at a specific location
along with weapons caches has been useful in prosecution.” This evidence
is usually a simple photograph with date/time stamp.

Increased use of biometrics, both offensively and defensively will impact
SOF. Operators will need the skills to use new technologies for identification
of targeted individuals. Biometric databases need to be better integrated.
Terrorists may be fairly mobile and engage in various conflicts. A few of
them have been arrested in multiple jurisdictions, sometimes continents
apart. Several of them have actually entered the U.S. undetected. Therefore,
improving biometric data collection and integration of that material into a
common database file is essential.

Such systems also pose a threat to some SOF personnel. Those opera-
tors involved in missions requiring discreet entry must be aware of these
techniques. They may be employed by foreign powers to search for infiltra-
tors as they come through commercial points of entry. It is already possible
for foreign governments to catalogue people making repeated entries and
cross-reference biometric measurements with previous identities. Given that
organized crime and narcotics networks quickly employ the latest technolo-
gies, it is likely that they will adopt biometric tools as a countersurveillance
mechanism, making infiltration by undercover agents even more difficult.

Documenting the actions of crime scenes is an art form that has been
increasingly meticulous in recent decades. Similarly, when actions can be
anticipated—such as serving high-risk warrants—the documentation process
is used before, during, and after the event. Incorporation of small, light-
weight recording devices makes data recording possible in ways never before
possible. Police have also learned that they are not the only ones capable
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of capturing the event. While similar techniques have been employed by
some specialized units, they have yet to become pervasive. If trends towards
increased accountability continue, which is likely, then advanced skills in
data collection will be necessary.

Establishing new training requirements. Because terrorism will be treated
as crime and SOF elements will be involved in missions that eventually
necessitate collection and preservation of evidence, with the possibility
of court testimony, adequate training should be provided. There are two
distinct domains in which these operations are likely to occur. The first
has been experienced in Iraq and will probably follow in Afghanistan
and other areas in which the U.S. establishes long-term commitments
for stability operations. The second area will be in support of homeland
security operations in which SOF units function in connection with civil-
ian law enforcement. Such missions are likely to expand on America’s
southwest border.”" Meeting engagements with drug smugglers that have
resulted in armed interventions have occurred. The training implications
of this continuing trend are extremely significant. While civilian police
academies vary, the minimum requirements for teaching a patrolman
to conduct the tasks now asked of some SOF units is over 700 hours
in an academy followed by 13 weeks of supervised field training. They
are then given additional courses as their in-service training.’* Other
major organizations, such as the LASD, start at 1,100 hours of training
with a complete cycle that runs 11 months before an officer is allowed
on the street alone.*”

Obviously for each of the new technologies that are incorporated, ad-
equate training will be required. Given the probability of increasing limita-
tions on the handling of prisoners and detainees, it appears that training in
interview and noninvasive interrogation techniques should be expanded.
Emphasis on detection of deception will be useful, not only for interrogation
of hostile witnesses but in better comprehending the actions and intentions
of allies when training foreign troops. While some SOF personnel acquire
these skills, they need to be expanded and are often found in LEA courses.

There may be a need to increase the documentation of individual train-
ing, similar to the manner in which LEAs keep records on their officers.
As burden of liability is shifting towards individuals, having all aspects of
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their education and training thoroughly chronicled could become essential
in supporting their decisions and actions.

Acknowledged is that the military has added some advisors with extensive
LEA experience. The new Advise and Assist Brigades have incorporated a
few of them. Given the pervasiveness of these missions, the addition of a
minimal number of former LEA personnel as advisors would be insufficient
to meet the requirements of SOF.

The potential for dramatic changes in legal constraints. As indicated
earlier, Posse Comitatus may not be as restrictive as most officers believe.
Further, current laws regarding use of force may change, especially if the
public perceives an increase in risk to their personal safety. In the after-
math of 9/11, sweeping changes to laws were quickly enacted, namely the
Patriot Act. It is reasonable to postulate that in the event of one or more
major terrorist attacks occurring within the United States, especially where
weapons of mass destruction were employed causing large-scale casualties,
major legal changes could occur rather rapidly. The internal use of military
forces, beyond those contemplated in Posse Comitatus, are foreseeable.
Groups concerned with stemming illegal immigration have already called,
sending troops to the border. The impact of international gangs, along with
instability along the Mexican border, and known infiltration of that zone by
terrorists from the Middle East could precipitate a necessity to act. The key
factors will be the capabilities of domestic law enforcement and perceived
threat to security by the American public. If LEA capabilities to resolve
critical situations are exceeded, and Americans feel personally threatened,
the Government may approve use of the military in ways rarely thought
about. Should such a situation arise, SOF elements would likely be engaged.
However, any supporting operations in the U.S. would require minimum
use of force and have all of the characteristics of law enforcement activities.

Since the end of World War II, a dramatic shift in public thinking has
occurred regarding the use of lethal force, even during combat. In short,
American’s tolerance for casualties has changed, though it does fluctuate
based on recent activities and perceived personal threat. This situation is
true for both the military and civilian law enforcement. The landmark legal
case for LEAs was Tennessee vs. Garner when in 1985 the U.S. Supreme Court
held that a fleeing felon could not be shot unless they posed an immediate
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and serious threat to police or others in the vicinity.?* This case was a
substantial departure from prior law in which police could use deadly force
to prevent escape.

While the laws of war have not changed that much in recent years,
the applications have changed. Tolerance for collateral casualties is ever
decreasing, and even cases involving authorized targeting are questioned in
retrospect. The future of legal constraints in authorizing the use of force is
not clear. What is evident is that change is highly probable and will impact
SOF missions.

Increased personal liability for SOF operators. While enforcement officials
are afforded some protection from unwarranted lawsuits, each police officer
is still held accountable for his or her actions. Known as qualified immunity,
officers are protected from prosecution provided they are operating in good
faith based on the information reasonably available at the time.*”> The agen-
cies and communities to which they belong are aware of both individual and
institutional responsibilities. The potential for liability is great, and LEAs
have developed extensive mechanisms to protect themselves. This focus does
not stop with formal training as updates are regularly transmitted. Some
systems include sending all policy updates to each officer; to retrieve them,
they must acknowledge receipt of the information. To protect themselves
from civil liability, most LEAs take extreme measures to document training
and whenever feasible, incidents such as dynamic entries and collection of
evidence. Cameras mounted on patrol cars and aerial units are standard in
many areas. Even some individual systems, such as Taser, offer small cameras
that record the incident each time the weapon is activated.

The law-of-land warfare clearly holds individuals accountable for their
actions. That aspect is not in question. However, it does appear that new
standards are being invoked, often retroactively, that are incongruous with
the violent nature of warfare. Many members of the SOF community are
deeply concerned about legal actions taken against individuals, even after
criminal investigations had cleared the incident. An example is a case in
which three U.S. Navy SEALs requested court martial in lieu of nonjudicial
punishment.”¢ The complaint was made against Petty Officers Matthew
McCabe, Jonathan Keefe, and Julio Huertas by Ahmed Hashim Abedm, who
was involved in the murder and mutilation of four Blackwater contractors in
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Fallujah in 2004. While all were later acquitted, the fact they were brought
to trial was a tremendous personal imposition.*”

Our adversaries have already learned from our propensity for using the
legal system and low tolerance for physical abuse of detainees. They advise
their members to antagonize their captors to the point that may precipitate
a beating, then to make allegations of misconduct. Any injury, including
those self-induced, is suspect. Of course in the civilian domain, claims of
police brutality often accompany any use of force or as it is now known, use
of control. In response LEAs have developed comprehensive guidelines for
chronicling of events. On-site and procedural recording accompanied by
extensive documentation of investigation in any case in which use of control
is exercised, followed by application of pattern analysis, identifies emerging
trends. Using such techniques, progressive LEAs are able to obtain early
warning of problems that can be fixed by altering the rules of engagement
or additional training.”® The necessary tools now exist and could be applied
to SOF missions as well.

The concerns about individual responsibility do not stop with actions by
the U.S. Government but may include civil lawsuits and interventions by for-
eign governments. Civilian firms operating in Iraq have already experienced
lawsuits claiming excessive use of force and wrongful death.** Americans
from the intelligence community have been prosecuted for their actions
supporting U.S. Government efforts in combating terrorism abroad. The
use of court cases against individuals for activities prosecuted by govern-
ments is rare. In the past, formal complaints may have been raised through
diplomatic channels, and that would have been the end of it. Times are
changing. As an example in 2009, an Italian judge convicted 23 CIA agents
for their participation in the rendition of Hassan Osama Nasr, an Egyptian
cleric who was also known as Abu Omar. He had been picked up from the
streets of Milan in a coordinated operation between both U.S. and Italian
operatives. In a trial lasting 2 years, the Americans were tried in absentia.
While the U.S. Government refused to cooperate, these individuals now have
outstanding arrest warrants that can be executed by many countries.”* All
of these people now will be very limited in their travel as the warrants can
remain active indefinitely.

Another foreign example of personal liability involves the agents that
allegedly assassinated a Hamas military commander, Mahmoud al-Mabhoubh,
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in a hotel in Dubai on 19 January 2010. While there was some international
diplomatic furor, especially since third country passports were used to gain
entry into the UAE, Interpol issued an alert for the perpetrators listing each
individual.** Their days of foreign travel have probably ended, and they have
created immense problems for the people whose identity they stole.

When you cross-reference advances in biometric measurements, with
greater propensity for individual liability, the personal risks for SOF person-
nel surreptitiously entering foreign countries are going to increase signifi-
cantly. Similarly, these techniques are likely to be employed by sophisticated
elements of organized crime, making infiltration by LEA undercover agents
more perilous.

While SOF personnel have individual training records, they are not
as detailed as those found in the larger LEAs. The detail in recordkeeping
does appear to vary from element to element. Some are more intensive than
others. Also individuals are not required to acknowledge receipt of rules
of engagement or other administrative restrictions. While it can be argued
that these actions place additional, and possibly unnecessary, burdens on
commanders at all levels, the trend is worth noting and alternatives prepared.

Today many units engage in multimedia recording of preplanned opera-
tions. Of course our forces are less likely to record chance encounters. Terror-
ists, however, have routinely filmed their attacks and made them available
for propaganda purposes. They have also published very distorted versions
of the events. Given that recording devices are now near-ubiquitous, it must
be assumed that the actions will be captured by someone. Increased use of
planned recording, similar to what is found in LEAs, will be prudent. On
the positive side, recording often leads to enhanced performance as well as
protecting the innocent.

From a SOF planning perspective, it should not be assumed that laws
shielding military personnel will remain constant. As public attitudes shift, so
too may both legal protection and the rules of engagement. The SOF leaders
need to anticipate various options the community may face and be aware
of the potential for retrospective application of more stringent constraints
than apply at the time a mission is executed. There is some contraindication
of this assertion. Some lawyers involved within the military legal system
believe the benefit of the doubt usually has gone to military personnel who
have engaged in breaches of protocol. They hold that to be true even when
there was serious concern the individual had acted well beyond established
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limits.?** Consideration of how LEAs address similar problems would be
useful for planning purposes.
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7. Summary

any of the missions performed by SOF elements are converging
with those of LEAs and especially the SWAT units. One focus
of this monograph was to provide SOF personnel with a better
understanding of the escalation of threats faced by civilian law enforcement
that have already occurred in the United States. Because of emerging threats,
especially from terrorist activities, in some areas, a direct overlap in mission
alignment already exists. If the threats posed to local and state LEAs continue
to increase, the operational capabilities these departments will require to
provide security to the civilian population will rise concomitantly.
Threats posed by international terrorists are of major concern to national
LEAs that function primarily under the jurisdiction of the Department of
Justice. Recognizing that they constitute only about 5 percent of the law
enforcement personnel in the U.S., they are now engaging with state and
local officials as never before. Area fusion centers have sprung up across
the country, and information sharing is improving—but has a long way to
go. As noted in The 9/11 Commission Report, interagency cooperation was
severely lacking prior to that attack. Constant attention and improvement is

Figure 12. SOF engaged in counterterrorism operation approaching the target.
USSOCOM PA Office photo.
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imperative. Local authorities will most likely be the first responders to the
next big incident. If that is a diverse event with multiple locations, it may
take some time before the extent of terrorist coordination is recognized.
Preparation must occur before that event takes place, and specialized units
will be involved very early in the process.

Such an attack will be a low-probability, high-consequence event. The
terrorists will have the advantage in choosing the time, and more importantly
the location(s), of the attack. Experience has shown they have a planning
cycle that can be measured in years and the patience to wait when tension
builds and additional security measures enacted. Countering these threats
requires diligence at all levels. It has already been shown that alert police
on routine patrol can intercept terrorists. What is not known is how many
opportunities have been missed.

Whether all areas of the country will have adequate response capability
remains to be seen. Mentioned was the expense associated with developing
and maintaining specialized units. National-level funding to accomplish
that task could be provided, even though we are in a zero-sum environment
when it comes to spending. While regional cooperation is improving, much
more could be done. For local jurisdictions, having specialized units on a
full-time basis is resource constrained based on the current tax situation.
For departments in large metropolitan areas, maintaining SWAT teams is

Figure 13. LASD SWAT team member executing a fast rope insertion
onto a ship in a counterterrorism exercise. LASD photo.
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relatively easy. Small towns cannot afford them, and mid-sized cities must
make hard choices. Much of the decision-making regarding the amount of
effort to apply to specialized units will be based on availability of mutual
support from jurisdictions in close proximity.

A question arises as to the point at which support is needed from national
agencies in general and the DoD in particular. The emerging threats on our
southern borders and from internal gang activities were addressed. Presently,
LEAs seem capable of handling those problems, though illegal immigration
has stressed many of the agencies involved. Planning for contingency events
that exceed existing capabilities is essential.

From a personnel perspective, it must be assumed that all of the special
unit agencies are drawing from the same pool of bodies. Given the physical
and mental requirements to participate in those organizations, that talent
pool is limited. Yet the need for personnel with the acumen and skills neces-
sary for both SOF and SWAT elements is ever increasing. In addition, civilian
security contractors often are willing to pay substantially higher wages for
experienced people with special skills, thus are part of the competition.

Of direct concern to USSOCOM should be the effect of criminalization of
terrorism and prosecution of overseas contingency operations. The experi-
ence of SOF units in recent years in Iraq, as well as other counterterrorism
missions, clearly indicates that the U.S. strategy will be to capture terror-
ists whenever possible, then bring them before a court of law. In so doing,
there is an urgent need to provide the training necessary for collection and
preservation of evidence, and even preparation for testifying in courts of
law. Relying on secondhand experience and improvisation is insufficient
preparation for these missions. The training and educational systems of
major civilian LEAs already address these problems. While SOF and LEAs
have experienced a moderate level of cooperation for many years, a dramatic
increase in these efforts is needed. Both SOF and LEAs will benefit.

Some aspects of SOF COIN operations have applicability in maintaining
control and providing security in urban areas infested with violent gangs.
Conversely, experienced law enforcement officers have learned how to see
the local environment from a different perspective than do most military
personnel. We are in for a very tough fight that will last a long time. There is
no room for adversarial relationships. Cooperation between all specialized
elements, military and civilian, is imperative. 4
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